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3.2 Surveillance
Complaints, investigation and enforcement handbook: investigations
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Introduction

1. The purpose of the Regulation of Investigatory Powers Act 2000
 is to ensure the proper and considered use of surveillance as part of any investigation. The Regulation of Investigatory Powers Act 2000 works with existing legislation, in particular the Intelligence Services Act 1994,
 the Police Act 1997
 and the Human Rights Act 1998.
 In brief, we must conduct all surveillance according to the Human Rights Act 1998, and in particular Article 8, Right to Respect for Private and Family Life.

2. The Regulation of Investigatory Powers Act 2000 ensures that any use of investigatory powers is compliant with human rights and sets out: 

· when we can carry out directed surveillance

· who should authorise each use of the power

what use we can make of the material gained.

3. We only use directed surveillance in the regulation of childminders, childcare providers and children’s social care providers where we need to provide evidence that a provider has committed or is committing an offence, and we have exhausted all other methods of gathering evidence, such as unannounced visits. 

4. Section 26(2) of the Regulation of Investigatory Powers Act 2000 defines directed surveillance as surveillance which is covert, but not intrusive (that is, surveillance carried out in a manner designed to ensure that persons are unaware that surveillance is taking place) and undertaken:

· for a specific investigation or specific operation

· in such a manner as likely to result in obtaining private information about a person or people 

in a way which is premeditated, rather than the chance observations of, for example, an inspector attending a setting to conduct an inspection.

5. We carry out a compliance, investigation and enforcement (CIE) case review (see the chapter ‘Decision-making’ – www.ofsted.gov.uk/resources/120261) before seeking authorisation to carry out directed surveillance. Only staff who have received approved training carry out surveillance. Inspectors or CIE staff carrying out surveillance, as well as authorising officers, are familiar with the Home Office Code of practice for covert surveillance and property interference.
 
When is it necessary and proportionate to grant surveillance?

6. The Regulation of Investigatory Powers Act 2000 requires that the person granting authorisation for surveillance believes that the authorisation is necessary on one of several identified statutory grounds. The ground that applies to us is that the surveillance is necessary for the purposes of preventing or detecting a crime. This means when we suspect a person has committed, or is committing, an offence under the Childcare Act 2006,
 the Care Standards Act 2000
 or the relevant regulations. For example, we may carry out directed surveillance if we believe a person is operating as a childminder, childcare provider or providing children’s social care provision without registration and, in doing so, they are committing an offence. 

7. Only authorising officers can authorise the use of surveillance (see the chapter on ‘Decision-making’). The authorising officer decides if the application to carry out surveillance is an appropriate and proportionate response. The authorising officer considers the following four elements of proportionality: 
· how the size and scope of the operation is balanced against the gravity and extent of the misdemeanour or offence
· how and why the methods to be adopted will cause the least possible intrusion on the target and others

· why the use of the power is appropriate and the only reasonable way of obtaining the information or evidence

what other means of obtaining the information have been considered and why these are not appropriate.
8. The authorising officer balances the seriousness of carrying out surveillance against our responsibility to safeguard children. Surveillance is not proportionate if it is excessive given the circumstances of the case, even if the offence is serious, where we can realistically obtain the required information by other means. Proportionality also includes demonstrating that the methods and tactics to be used when carrying out a particular surveillance operation are the least intrusive. A lack of resources is not a valid reason for using more intrusive and therefore less proportionate methods. 

9. We only use surveillance where we are unable to obtain the evidence by other means, such as an unannounced visit. Directed surveillance may be a proportionate response if observation is the only way to gather our own evidence that the registered provider is committing an offence, for example where an unregistered provider states that they provide care for each child for no more than two hours each day but we believe otherwise, and the only way to gain evidence of children’s attendance is by surveillance.

10. We demonstrate, on the authorisation forms, how using surveillance is proportionate. We explain how the size and scope of the surveillance operation is necessary to achieve the aim of the operation, how the methods used will minimise intrusion and that there is no other way to find evidence of the suspected offence. We also explain what other methods we considered to obtain the evidence and why they were – or are likely to be – unsuccessful.

11. The use of surveillance is unlikely to be proportionate if it will not provide direct evidence of an offence, such as where it will only provide information that enables us to make other enquiries. An example of this is a situation where we plan to seek information concerning car registration numbers which will then enable us to approach the Driver and Vehicle Licensing Agency for names and addresses of the owners so that we can continue our investigation.
12. The use of surveillance can be proportionate where it provides evidence of one aspect of an offence. For example, we may consider the use of surveillance to obtain evidence that children are attending for more than two hours each day, which is one aspect of the offence of providing unregistered childminding. 

Application to conduct surveillance 

13. We set out in the application:

· why – the reasons directed surveillance is necessary in the particular case and what crime it will prevent or detect

· what – an explanation of the information we want to gain from surveillance

· where – it will take place with maps or sketches, if appropriate

· when – the date we intend to start, how long the surveillance is authorised for and over what period of time 

· who – the identities, where known, of the people who are to be the subjects of the surveillance

how – the methods and equipment to be used, such as a camera, cars and so on.
Additionally, the application will set out:
· the details of any potential collateral intrusion, the justification for the intrusion and steps taken to limit the intrusion 

the arrangements made to ensure the surveillance remains covert.
Urgent cases

14. We do not have the power to undertake surveillance without prior written authorisation, even in urgent cases. We always obtain written authorisation whenever we think we need to carry out surveillance.

Authorising officer’s duties 

15. Authorising officers receive training and are familiar with the Home Office Code of practice for covert surveillance and property interference before authorising surveillance. Authorising officers, and not Ofsted, are personally responsible for any decision they take. A court may hold the authorising officer to account, even if they have ceased working for us. Authorising officers set a timescale for review when authorising surveillance. 

Granting authorisation

16. Authorising officers only grant authorisation if they are satisfied that:

· surveillance is an appropriate and proportionate response 

· the surveillance is to provide evidence that someone is committing an offence for which Her Majesty’s Chief Inspector is the prosecuting authority, for example operating an unregistered children’s home

· the persons nominated to carry out surveillance are trained in covert surveillance 

all sections of the form are complete, and the request provides an outline of the intended approach and includes all necessary information, as set out above, for the authorising officer to reach a decision.
17. When approving a surveillance authorisation request, the authorising officer includes an account of why they are authorising the surveillance, what they are authorising, the time period approved, where the surveillance will take place and why it is a proportionate response. This is because it is likely a court will cross-examine an authorising officer on this if there is a legal challenge.

18. When refusing an application, the authorising officer sets out the reasons for the refusal. The authorising officer states if they are willing to consider a further request and, if so, the issues for consideration by the applicant. Hard copies of each and every version of the application are forwarded to the early years and childcare team in the development directorate for storage and retention, in line with Ofsted’s file retention policy.
19. The authorising officer is responsible for:

· liaising with our legal advisors before making the final decision when minded to grant an application

informing Her Majesty’s Chief Inspector of a surveillance operation, once authorised, to ensure there are no wider implications that may affect our ability to carry out the operation.

Reviewing authorisation

20. The authorising officer reviews each authorisation after the surveillance is complete in order to assess whether there is a need to renew or cancel it. The review considers:

· if the surveillance continues to meet the criteria set out in the request form

· if the surveillance remains a proportionate response

· if we can gather the evidence in any other way

· all evidence gathered by surveillance at that time

any additional information that may have a bearing on the case.

Renewing authorisation
21. We send the application for renewal to the authorising officer that authorised the original surveillance. The authorising officer will read the original request along with the renewal surveillance form. The authorising officer will check that the renewal form includes details about:

· any significant changes to the information in the previous authorisation

· the reason it is necessary to continue surveillance

· the content and value to the investigation of the information gathered so far

the estimated length of time for the additional surveillance.

Person responsible for the operation

22. Once the surveillance is authorised, a CIE senior officer who has undertaken and completed approved training in surveillance is responsible for the operation.

23. The CIE senior officer monitors the surveillance operation and decides how long it should continue or, if sufficient evidence is obtained, they will recommend to the authorising officer to stop the operation. The CIE senior officer is responsible for informing the authorising officer of any change required or reason why the operation is no longer required. 

24. The CIE senior officer is responsible for informing the police in the area where the surveillance will take place, before our operation commences. This is to ensure that we do not interfere with any on-going investigations by the police and so that they are aware of the surveillance in case they receive a report from a member of the public. 

25. Once we have completed a surveillance operation, the senior officer prepares a report to allow us to review the operation and learn lessons from it.

Cancelling authorisation

26. We complete a request for the cancellation of the directed surveillance once we have completed the surveillance operation, or we have decided not to continue with it for any reason.

27. Only the authorising officer can cancel the authorisation. The authorising officer will cancel the authorisation as soon as possible after the surveillance has ended, or as soon as he or she is satisfied that the surveillance no longer meets the criteria set out in the latest request form.

Storage of information

28. In line with the Home Office Code of practice for covert surveillance and property interference, we hold a central record of all authorisations. This is held by the early years and childcare team in the education directorate. We make the record available to the relevant commissioner or inspector from the Surveillance Commission, on request. We hold a record for each authorisation for at least three years from the end of each authorisation. 

29. The CIE team retains the following documentation:

· a copy of the application, a copy of the authorisation or refusal from the authorising officer, together with any supplementary documentation 

· a record of the period during which we have undertaken the surveillance 

· the frequency of reviews prescribed by the authorising officer

· a record of the result of each review of the authorisation

· a copy of any renewal of an authorisation, together with the supporting documentation submitted when the renewal was requested

· the date and time of any instruction given by the authorising officer
all the log books and personal issue books. 

30. We store all information electronically and in hard copy, with access rights only available to the CIE senior officer and authorising officer, in line with our retention policy.

Retention and destruction of surveillance material

31. We keep any surveillance material (such as logs or photographs) in a secure place for as long as is relevant to any future criminal or civil proceedings. If a court case or tribunal hearing takes place, we make the material available to it. The court or tribunal may ask us to disclose the information to the other party in the hearing.

32. We destroy any surveillance material we gather during an investigation whenever an operation has ceased and we no longer require that material for a prosecution or civil action. 

33. The CIE senior officer is responsible for ensuring that the handling, storage and retention of the products of surveillance are in line with our policy and the Home Office Code of practice for covert surveillance and property interference, and that we consider data protection requirements.

34. If the authorised surveillance shows evidence of other criminal offences we secure the evidence in the normal manner and inform the relevant police force or prosecuting authority. 
� Regulation of Investigatory Powers Act 2000; � HYPERLINK "http://www.legislation.gov.uk/ukpga/2000/23/contents" ��www.legislation.gov.uk/ukpga/2000/23/contents�.


� Intelligence Services Act 1994; � HYPERLINK "http://www.legislation.gov.uk/ukpga/1994/13/contents" ��www.legislation.gov.uk/ukpga/1994/13/contents�.


� Police Act 1997; � HYPERLINK "http://www.legislation.gov.uk/ukpga/1997/50/contents" ��www.legislation.gov.uk/ukpga/1997/50/contents�.


� Human Rights Act 1998; � HYPERLINK "http://www.legislation.gov.uk/ukpga/1998/42/contents" ��www.legislation.gov.uk/ukpga/1998/42/contents�.


� Code of practice for covert surveillance and property interference, Home Office, 2010; � HYPERLINK "http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/code-of-practice-covert" ��www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/code-of-practice-covert�.


� Childcare Act 2006; � HYPERLINK "http://www.legislation.gov.uk/ukpga/2006/21/contents" ��www.legislation.gov.uk/ukpga/2006/21/contents�.


� Care Standards Act 2000; � HYPERLINK "http://www.legislation.gov.uk/ukpga/2000/14/contents" ��www.legislation.gov.uk/ukpga/2000/14/contents�.





2

Surveillance 
August 20 12 No. 120272
The Complaints, investigation and enforcement handbook is available on the Ofsted website, www.ofsted.gov.uk/resources/ciehandbook. 

