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At a glance

· Life-logging and life-streaming reflect both active and passive methods of keeping a personal digital record.

· Life-logging can be supported by devices like Microsoft's SenseCam.

· Digital persistence describes the likelihood that data will be recoverable even after it has been nominally deleted.

· Various forms of user tracking raise fundamental questions about privacy and identity, especially in an online world.
· Young people need to have some understanding of the implications of committing their data to social applications.
A digital matter of record
People are committing all kinds of personal data to online repositories, through the likes of social networks, online commercial activities and behavioural tracking systems. These collations of data can say a lot about who we are - at the time of record - or (possibly) the image we wish to project of ourselves. Employers are increasingly interested in this data to make judgements about the suitability of candidates and whether past activities might prejudice the company's own reputation if the applicant was put on the payroll.

Users may actually have less control over their data than they imagine, whether through Government communications monitoring regulations, restrictive terms of service or applications entirely out of their own control. Regarding the last of these, people are often tagged in photos on friends' social networking pages, while their images are captured and stored daily in CCTV archives.

Would a complete record of our lives actually give a truer picture of who we are and what we do? Of course, many would consider the idea ridiculously intrusive, but researchers are looking at systems to do just that.

Life-logging
Life-logging involves wearing a camera and sensor system to record the minutiae of daily life. Initially aimed at helping patients with memory dysfunction (arising from trauma or progressive disease), the Microsoft SenseCam (see below) has been developed with exactly that task in mind. A complete log can be kept of pictures, environmental information and location data to help a person recall events and rebuild memories, but many other uses have been suggested:
· The daily life of people with physical disabilities could be recorded in order to better understand their access requirements.

· Automated records could be kept of a person's food intake and exercise regime.
· Life-logging could be used as an alternative to people keeping diaries in 'mass participation' research projects.
· Life-loggers could be used for hands-free logging to provide criminal evidence, safety records and scientific results.
· Records could be used for assessment of tasks and processes, avoiding the need for an assessor to be physically present.
· A log might be helpful in understanding the triggers for stress behaviours and psychological problems.
· The same approach could help teachers understand what triggers bad behaviour for an individual or in a particular setting.
Gordon Bell, a Microsoft researcher, has been running a project called MyLifeBits for some years. He has actively collected evidence and artefacts of his daily life, such as personal notes; books read; cards received; CDs listened to; recordings of presentations made; and copies of instant messaging conversations. The SenseCam has enhanced this collection work.
European Union researchers have been working on 'pervasive awareness' - sensor systems that continually monitor the wearer's surroundings to provide a context for other activities. Hence, the ASTRA project team suggest that automatic 'status' updates would inform the user's business colleagues and social networks if she was in a meeting or cooking. Updates would be rules-based (as determined by the user), using information drawn from sensors embedded in 'smart objects' around the home and office.
SenseCam
The Microsoft SenseCam v2.3 has a fisheye lens (giving it a wide viewing angle) and a VGA resolution (640x480 pixels), the images from which are stored on a 1GB memory card. This gives a capacity of around 30,000 images, but the default setting for taking a picture every 30 seconds would produce less than 3,000 images in a 24-hour period. The image capture interval can be set by the user, or can be configured to respond to changes monitored by the sensors. For example, getting up from a chair may trigger a response through the accelerometer; a sudden increase in light may be due to going outside; or an increase in infrared may be due to someone walking in front of the wearer. The team are investigating incorporation of GPS hardware and audio recording, but these are not part of the current design.
The SenseCam can be attached to a computer via USB to download images, recharge the battery and configure settings. Even at 2 pictures per minute, large amounts of data need to be catalogued and processed over only a few days. Gordon Bell and his associates are working on software to ease these tasks and to organise playback and search.
The SenseCam design has been licensed as the Vicon Revue. New Scientist reports that it will be available for £500 (around $820), initially to researchers, but also in a consumer version later next year.
Life-streaming and digital persistence
Data recorded by SenseCam is under the user's control and need not be posted online. However, a great deal of data is. Continued online updates - by text, image or video - are sometimes termed 'life-streaming'. Users may feel they have control of such data, but experiments by a team from Cambridge (see TechNews 06/09) have shown that photographs can be recovered several days after having been nominally deleted from some social networking sites. Data is also available in backups and search engine caches, and it may be deliberately archived or reposted by third parties. Linda Geddes, a writer for New Scientist, took mobile phones to Disklabs to find out how much data could be recovered. Her article reveals that personal text messages, contacts and emails could be extracted from several devices, some of which did not even contain a SIM card.
The issue of 'digital persistence' can adversely affect people's careers or remind young people of incidents of cyber-bullying long after the initial event has been dealt with. Many of the issues involved are technical, but young people need to understand the realities of committing sensitive data to electronic devices, especially those that store content on the internet.
User tracking and privacy
The situation is made more complex by the considerable variation in privacy and data retention policies. There has also been a growth in user tracking applications, such as the Phorm 'behavioural' advertising system (trials of which were recently criticised by the EU) and Google's Latitude, which can record the location of mobile phone users. Many consumers already unwittingly provide all kinds of information about their households through buying habits tracked by loyalty cards, while the whereabouts of mobile phones can be roughly plotted using signal strength information and the location of base stations, so these problems are nothing particularly new.
A provocative CNET News article asks whether we can maintain our privacy and protect our identity in a world where RFID chips (that have unique codes that can be detected at short range) and CCTV cameras are becoming pervasive. Josh Harris, a digital artist and entrepreneur, has questioned whether privacy is even meaningful in a digital age: "In my experience, I think privacy is gone... The new big problem is loss of self, or loss of individuality."
An interesting lecture around the issue of identity and how digital information might be forgotten was recently given at the RSA. Viktor Mayer-Schonberger proposed the idea of 'digital rusting', with data degrading over time. He argued that information and artefacts belonged to a context that helps provide meaning, but this is inevitably lost when a digital record is created. (An audio recording is available here.) TechNews 08/09 covered a potential technical solution for giving information a 'best before date', although researchers have since discovered security concerns over the methods used.
Control your data
These issues need to be debated, but there is much that users can do in the short term. Young people have become more aware of the privacy settings on social networking sites like Facebook and Bebo, but they may not account properly for the damage that can be done when a 'fun' photo is copied by a third party and re-posted, out of context and beyond their ability to delete. This is compounded where the photographer is not the individual concerned, but tags (or otherwise references) an individual in a published photograph.
Some application providers are becoming more transparent about the data they hold, while the updated EU 'Telecommunications Package' will ensure that stronger measures are taken when personal data is wrongfully released, or security systems are breached. Google recently announced access to its Dashboard, where users can manage their personal data held by the company.
Users put considerable trust in many online applications and services - a trust that responsible organisations do not wish to abuse. Nevertheless, digital persistence and changes to how people view their own identity during their life need to be better understood, with some arguing that better tools should be available for controlling how personal information is stored and used.
(1435 words)




































© Becta 2009
http://emergingtechnologies.becta.org.uk
page 4 of 4

Month/year

[image: image1.png]