Networking/wireless:  Cloud computing (v2_3)
At a glance
· Reliable access to powerful, online computing facilities enables organisations to procure processor and storage capacity on the basis of predictable costs.
· Suppliers can provide online services via the 'cloud'.

· Such services provided 'in the cloud' transfer risk to service providers, while achieving economies of scale and flexibility of access
· Users of cloud services still need to consider security, data protection, backup and 'business' continuity.

· Effective, synchronised offline-online working is becoming widespread through cloud services.

· A range of new and blended services of interest to educational establishments is emerging.

· Cloud services could create one route to enabling parental access and providing mobile access to staff and students.

Defining the 'cloud'

'Cloud computing' embraces a fundamental shift in the computing model enabled by pervasive, reliable internet technologies. This shift allows users to access remotely managed services and applications without the overhead of maintaining a significant, local infrastructure. In the past, services or resources provided via the internet were represented in structure diagrams with a cloud symbol - somewhere 'out there' was a large server farm that held the data and applications, but the details were not immediately relevant to the process being described.

Most people use some form of 'cloud-like' application every time they use their home computer, whether that be a search engine, a video service like YouTube, or webmail. However, there is no universally accepted definition of the 'cloud'. For example, where does it reside physically and what facilities might it 'offer'? Does it include servers hosted by an employer or public service organisation accessed through remote protocols? Does the 'cloud' actually consist of the infrastructure or just the resources and services provided?

Gartner has defined cloud computing as 'a style of computing in which massively scalable IT-related capabilities are provided "as a service" using internet technologies to multiple external customers'. This definition does not include the infrastructure and software technologies, such as virtualisation, used to offer the service. The 'cloud' allows users to access services over the internet without any need for local infrastructure, apart from web connectivity and some form of internet enabled device, such as a PC, netbook or mobile phone. Other descriptions of 'cloud computing' include the back-end hardware and virtualisation technologies used to deliver  scaleable services..
Software as a service

In Gartner's scenario, providers may offer data storage, backup or security services, host desktops and applications defined by customers, or run programs to provide a business function. The last of these, often termed software as a service (SaaS), is particularly appropriate to geographically distributed functions, such as e-commerce, managing a field sales team, web conferencing, or niche applications that can compete more effectively by aggregating demand across international markets.
BT research reported by Silicon.com suggests that 60 per cent of companies that have adopted SaaS have seen a reduction in costs, while half report time savings. Merrill Lynch predicted in May 2008 that 12 per cent of the global software market will have transferred to the cloud by 2013, creating a sector worth $95 billion.
Utility computing
The cloud also enables 'utility computing' services: businesses purchase gas and electricity from utility companies - why not computing resources too? Companies really need the ability to store and process data, not large amounts of hardware which may be under-utilised and costly to maintain and replace. Data connections have become much more reliable and provide greater bandwidth for lower cost, so it should be possible to lease processor time or data storage by the 'unit' from a third party, without having to worry about where the data is held, or the details of the hardware on which it is maintained. For example, Amazon's Elastic Compute Cloud (EC2) and Simple Storage Service (S3) provide public pricing structures and a calculator tool so that users can estimate the cost of these services.
Many large enterprise IT suppliers have announced a range of partnerships and new facilities to research supporting technologies and offer cloud services in recent months. These include AT&T, Dell, eBay, Google, HP, IBM, Intel, Microsoft, Oracle, Sun, VMware and Yahoo, as well as vendors of open source solutions.
Much of the published analysis, and therefore terminology, is based on commercial adoption of SaaS, utility computing and other cloud applications. Nevertheless, the issues faced by schools and colleges are largely similar.

Reasons to use cloud services
Providers of cloud services can:

· Manage underlying hardware to provide reliable, scalable services

· Ensure high utilisation levels for infrastructure by aggregating demand
· Centralise expensive resources and expertise

· Test, deploy and manage software updates on behalf of clients

· Reduce the environmental impact of IT systems through scale efficiencies and centralising resources into purpose-designed facilities.
Users of cloud services:

· Access existing and innovative services via a range of internet connected devices
· Outsource procurement, management and replacement of infrastructure

· Outsource technical support and maintenance functions

· Quickly adjust processor/storage availability according to demand

· Lease processor power and storage capacity for defined services and limited duration projects - charges may be per user, or based on a function processor power per unit of time, gigabytes transferred, gigabytes of storage allocation, or some other metric
· Predict IT costs based on known lease arrangements rather than on assumptions about hardware lifecycles and future costs
· Regain physical space that can be used for other purposes.
Considerations when moving to the cloud
Users of cloud services must:

· Plan carefully for migration of applications and data into the cloud, to ensure business continuity and correct replication during the transfer

· Ensure that connectivity to the cloud provides adequate 'received' (rather than advertised) bandwidth for anticipated demand, using suppliers that can offer appropriate levels of availability and reliability

· Ensure that lease arrangements provide for changes in bandwidth demands, capacity overruns and comprehensive backup strategies

· Accept loss of direct control over system management, backup and other functions
· Consider whether independent backup arrangements are necessary for business-critical data
· Be aware that system outages have affected large well-known suppliers of online services and provide other means to ensure essential business continuity
· Assure themselves that suppliers have adequate policies to cover system failure and that these procedures are followed - one supplier, The LinkUp, recently failed to protect customer data from system failure and subsequently closed all its services
· Investigate whether a single point of failure could be critical to service continuity - theft of telecommunications equipment from exchanges in Docklands left customers without network services in September
· Consider supplier lock-in - what will happen if the provider goes into administration? How easy would it be to change providers? Would data be difficult for an alternative supplier or contracted third party to access, due to legal restrictions or use of proprietary formats and protocols?
· Plan adequate data security, especially in the light of consumer fears reported by Pew Internet. Who manages access to data and how much fine control do you have over that access? How is the network protected from malware and security threats? Which data should be encrypted?
· Consider who owns data hosted by providers and the legal rights to use or cross-licence content imposed by some consumer-focused services
· Examine data protection arrangements for personal data, especially where providers may host applications, store data or subcontract services to companies operating under different legal jurisdictions
· Ensure, if a public sector organisation, that financial and other data held 'in the cloud' meets requirements for audit and other sector-specific constraints.
Education systems
Management information systems (MIS) and learning platforms are being offered via the cloud or may feature some cloud-based services. Such services may allow teachers to update assessment data at home, provide parents access to 'real time' reports on attendance, or give students access to learning modules on mobile devices. Functional requirements for MIS and details of authorised Learning Platform Services Framework suppliers can be found on the Becta website.
A number of schools and higher education providers, including Cottenham Village School and University of London’s School of Oriental and African Studies (SOAS), are using Google's online applications as part of a blended approach to institutional administration and communication. Microsoft hosts the LGfL email system via its Live @ Edu service and Yahoo's Zimbra also offers collaboration tools for education.

Half-way solutions
Hosted systems may permit a degree of offline working in order to account for connectivity failure and the needs of mobile workers: Google's Gears software is a small application that is downloaded to a PC, enabling users to continue working with browser-based Google Applications and other specifically written web software while offline; Adobe AIR permits users to run purpose-designed web applications directly on the desktop without a browser; Photoshop.com, also from Adobe, provides online storage and editing software to complement the offline applications; Zoho has offline support for its Writer application; Yahoo's Zimbra provides offline editing and synchronisation for web email, calendars, contacts and basic document editing; and Microsoft Live Mesh provides an online desktop interface that can synchronise offline folders with online storage, while its Office Live Workspace provides sharing and online storage of documents created using standard applications.
Some education developers have followed a similar route, for example WriteOnline from Crick Software consists of a browser-based educational word processor that can work offline, with documents synchronised to online storage. Charging is based on a subscription model that covers storage and all automatic software updates.
Conclusion
The 'cloud' has become the technological buzzword of the moment, but behind the hype it offers a computing model that has the potential to provide IT services that can be accessed through the internet, based on predictable costs, freeing educational establishments from the need to plan for, maintain, support and replace significant portions of the infrastructure. Most of the issues that remain to be resolved (such as security, reliability, control and continuity) are not unique to cloud-based services - only the 'location' and relative importance have altered. Cloud computing does pose different levels of risk, especially for mission critical services so if considering adoptionthe issues around passing control of data to third parties, the reliance on connectivity and continuity of service, will need to be carefully considered on a case by case basis. Some of the technologies are immature and capacity is still being built, so most institutions are likely to be selective in their choice of available services, depending on strategic priorities, inherent risks and readiness to adopt innovative models.
(1647 words)

References
Gartner says contrasting views on cloud computing are creating confusion http://www.gartner.com/it/page.jsp?id=766215
Users confused by cloud computing hype http://www.techworld.com/news/index.cfm?RSS&NewsID=105011
Amazon EC2 http://aws.amazon.com/ec2
Amazon S3 http://aws.amazon.com/s3
How cloud computing is changing the world http://www.businessweek.com/technology/content/aug2008/tc2008082_445669.htm
Businesses still clueless over SaaS http://networks.silicon.com/webwatch/0,39024667,39295114,00.htm
The cloud of unreliability http://news.cnet.com/8301-13953_3-10015019-80.html
Loss of customer data spurs closure of online storage service 'The Linkup' http://www.networkworld.com/news/2008/081108-linkup-failure.html?page=1
Updated: BT exchange break-in cuts service - again http://www.itpro.co.uk/606513/updated-bt-exchange-break-in-cuts-service-again
Use of cloud computing applications and services http://www.pewinternet.org/pdfs/PIP_Cloud.Memo.pdf
Functional requirements for information management including MIS http://schools.becta.org.uk/index.php?section=lv&&catcode=ss_lv_mis_im03&rid=12915
Learning Platform Services Framework suppliers http://localauthorities.becta.org.uk/index.php?section=pf&catcode=ls_pict_06&rid=13139
Google Apps Education Edition http://www.google.com/a/help/intl/en/edu/index.html
Mind the gap - open source is a player http://www.futurelab.org.uk/resources/publications-reports-articles/web-articles/Web-Article1065
SOAS adopts Google Apps for Education http://www.soas.ac.uk/news/newsitem43917
Live @ Edu http://www.windowslivelounge.co.uk/edu
Zimbra http://www.zimbra.com
j2e http://www.j2e.com
Honeycomb (Softease) http://www.honeycombtools.com
Adobe AIR http://www.adobe.com/products/air
ZoHo http://www.zoho.com
Live Mesh (Microsoft) https://www.mesh.com
Microsoft Office Live Workspace http://workspace.officelive.com
WriteOnline (Crick) http://www.cricksoft.com/uk/writeonline
