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At a glance

· Digital data is more prone to irretrievable corruption than its more traditional, 'analogue' equivalents.
· Digital preservation strategies need to be put in place if future generations are to have access to significant data and to have a rounded view of our lives today.

· Schools and colleges generate large amounts of data and have an interest in preserving information for learners of the future.
· Digital preservation involves more than protecting media and copying data to newer systems; knowledge of formats, expertise in systems, decisions regarding selection and curation, and many other considerations must be taken into account.

· A range of projects are under way in academic, institutional and commercial settings, but key artefacts, such as the BBC Domesday Laserdiscs, have already nearly become inaccessible. Some fear that lack of action now could lead us into a 'digital dark age'.
Storing the stream
The urge to archive our lives goes far back in human history, from paintings on cave walls onward. Not all collections that have been deliberately gathered have made it through to our own era, due to deterioration, fire (the apparent fate of the great Library of Alexandria), poor record-keeping, deliberate acts of destruction and a whole host of other causes. Nevertheless, paper has proven a remarkably robust storage medium when kept in the right conditions and other 'analogue' media have survived for millennia. Will our digital records do the same?

Data does not have an existence of its own, but must be represented on some medium. Handwriting may fade on paper or clay tablets become chipped, but it is often possible to reconstruct the original meaning from poor quality media. The same may not be true of digital records, since corruption may render the content unreadable, especially where structural or security information is affected.
The amount of data generated and communicated daily through electronic systems is growing exponentially. In 2009, Eric Schmidt, Google's CEO, was reported to say that the sum total of data produced from the dawn of time to 2003 - five exabytes - was now being generated every two days. (An exabyte is a billion gigabytes.) This data includes all kinds of content, such as live video, research database entries, blogs and website updates.
Data may be 'born digital' (perhaps through keyboard entry, sensors or digital cameras), while increasing amounts of historical data is being digitised for ease of future reference. While it is commonly thought that digital records are intrinsically more robust, as they can be faultlessly copied between media, some academics are concerned that we may be entering a 'digital dark age', where information may have a lifespan measured in years rather than millennia; 'digital obsolescence' may render the media unreadable where the hardware becomes unavailable or physical corruption occurs. This is already true of 'analogue' material produced in the recent past - many hours of BBC shows have been lost when the tapes were reused, or earlier celluloid film became degraded. Such losses will limit the opportunity for future generations to re-analyse data sets, to learn about their past, or to understand how people alive today thought and lived.
Schools and colleges are also producing large quantities of data, for instance exam results, assessments, attendance data, videos of field trips and e-portfolios. Some types of information, such as financial data and staff references, must legally be held for a period, while other data may have historical relevance to future generations. There is a need to address digital preservation in a manner that goes far beyond backing up data.
Opening the archive
A range of considerations will affect future access to data, such as:
· The physical storage medium used - how will it respond to environmental conditions, such as heat, magnetism and light?

· Availability of the hardware required to read the storage medium - it is already extremely difficult to find equipment capable of reading the 12-inch Laserdiscs used for the BBC's Domesday Project.

· The format used to store the data - peripheral hardware may be capable of reading the bits, but does the host computer know how to interpret the data and does it have the necessary keys to access material protected by digital rights management (DRM) measures?
· Storage - the media must be housed somewhere, often subject to specific environmental conditions.

· The cost of creating and maintaining an archive.
Taken together, failure to manage these can lead to a process of 'data rot', where a collection of digital information becomes increasingly inaccessible. People wishing to archive data must also consider:
· Identification - what data does an organisation hold?

· Curation - how will data be chosen for preservation?

· Intellectual property, copyright and related legal issues.

· Privacy and appropriate protection of personal data. (Personal histories, such as war diaries, and census data have provided vital sources for historical research.)

· The interests of the owner or controller of the data compared to those of the community that may wish to access the data.

· Preservation of metadata - the tags and indexing information that describe the content. The data may already contain appropriate metadata, but new metadata may be needed, especially to give a context to the content. (An e-portfolio may contain examples of learners' work, but what was the curricular setting?)
· The technical expertise required to operate and maintain target systems.

· Management strategies that account for the complete 'data lifecycle'.

· Sustainability of all the components of the archive and its management.

Making a start
Significant work on data preservation has been underway for some years. JISC, the organisation that maintains JANET and provides services to universities and colleges, has a wide variety of projects under its Digital preservation & records management programme, recently releasing a report around the issue of Ensuring long term access to digital information. A related 15-minute podcast explains the rationale for preserving data and the issues involved. The British Library is actively engaged in many projects, including archiving websites and digitising newspapers from the last 300 years; while The National Archives manages significant collections of UK government records. These organisations are members of the Digital Preservation Coalition, which aims to promote and support digital preservation activities.

There are academic collections, such as the UK Data Archive (which focuses on research in the social sciences and humanities) and specialist collections, for example the British Film Institute's National Archive. Overseas, the US Library of Congress has a Digital Preservation programme, which was recently expanded to include status updates from Twitter, and The National Library of Australia runs an information service called Preserving Access to Digital Information (PADI).
A number of non-profit as well as commercial organisations are involved in preservation. In the realm of published books, examples include Project Gutenberg; the Universal Digital Library; and the controversial Google Books initiative. The Internet Archive (and its WayBackMachine) can be very helpful for finding older versions of websites.
There is an international standard for collecting and archiving information, and making it accessible to the relevant community. The Open Archival Information System (OAIS) has been codified as ISO 14721:2003. OAIS was developed by organisations including NASA and covers physical as well as digital records.
Maintaining the bits
Organisational structures and management processes may be in place, but will the data survive? Consumers assume that optical disks - which are not prone to the same corruption by temperature and magnetic fluctuations as tape media and hard disks - will last several decades. However, research reported by the BBC Click programme revealed that CDs and DVDs may last only five to ten years. In terms of data preservation, which demands data remain accessible for centuries, this is completely inadequate.
Strategies can be put in place to mitigate the potential consequences of decaying media. The most significant of these are to:

· refresh the archive, by transferring data to new media of the same type
· migrate data to different digital formats or types of physical media
· replicate data on multiple media of different types
· emulate previous technologies, especially for executable programs.
Researchers are developing new types of media for preserving digital data. TechNews 08/09 reported on the Digital Rosetta Stone, where data is physically etched onto memory chips and sealed into a package. This can be read using an induction technology that does not break that seal. Another recent project is concentrating on preserving the data formats used, so that people in future will understand the structure of the data, so as to read the content. According to V3.co.uk, a 'time capsule' will be buried deep in a digital vault below the Swiss Alps.
Informing the future
It is tempting to see preservation as 'somebody else's problem', especially for data held in remote internet repositories controlled by a third party. But it may not be in the interests of that company to preserve data beyond any contractual arrangements for backup. Some popular cultural artefacts (such as old television programmes) have been temporarily preserved through 'crowd archiving' on services like YouTube, but such 'collections' are necessarily eclectic, fraught with copyright issues and not subject to any type of archival guarantee. Many other types of data are of interest only to small communities or have little commercial value, so they could readily pass into digital oblivion before anything has been done to preserve them.
Data needs to be captured and archived now, while it remains accessible, if it is to be archived for future generations. This is the type of activity that necessarily involves a range of institutions and may well only be successful where governments provide a significant part of the resource required to create and to sustain an archive collection.
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