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The purpose of this consultation is to gather views on a Department for Education draft advice document intended to explain the legal duties schools and colleges have if they use automated biometric recognition systems. 
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Enquiries To
If your enquiry is related to the policy content of the consultation you can contact the PCU helpline on:

Telephone: 0370 000 2288

e-mail: biometricsguidance.consultation@education.gsi.gov.uk


	1
	Introduction

	1.1
	We are seeking feedback on the Department for Education's draft advice document on the use of biometric information systems in schools. The draft advice is at Annex A. The advice document aims to set out clearly the legal duties on schools and sixth form colleges if they use automated biometric recognition systems. Please respond using the Response Form provided.

The draft advice document includes:

 - an explanation of what biometric data, biometric recognition technologies and data processing mean.

- the legal duties in relation to using children's biometric data under the new Protection of Freedoms Act 2012 and under the Data Protection Act 1998;

- steps to take in relation to obtaining consent to process children's biometric data for school systems; 

- a series of Frequently Asked Questions; and

- a template Notification letter and Consent form which schools may wish to use.

	2
	Background and Context

	2.1
	Schools and colleges are increasingly making use of biometric identification systems, for example for attendance registration, cashless catering and site access. Biometric technologies are defined by the Information Commissioner as ‘those which automatically measure people's physiological or behavioural characteristics.' Examples of such systems in place in schools and colleges include automatic fingerprint identification, iris and retina scanning, and face recognition.

The use of these technologies is governed by the Data Protection Act 1998, and from 1 September 2013 the provisions in the Protection of Freedoms Act 2012 will come into effect and will apply to any school, sixth form college or further education institution where education is provided to children under 18.

Under the provisions in the Protection of Freedoms Act 2012 schools and colleges must notify the parents of pupils under 18 where they intend to use their child's biometric data as part of an automated biometric recognition system. As long as the child does not object and no parent objects in writing, the consent of only one parent will be required.  The provisions also provide that a pupil of any age may object or refuse to participate in an automated biometric recognition system even where their parents have given their consent. Where a parent has refused consent or a pupil has refused to participate, the school or college must provide reasonable alternative arrangements to the biometric system.

	3
	The Proposals

	3.1
	We want to ensure that schools and colleges, parents and pupils are clear about the new legal duties that will apply to the use of automated biometric recognition systems in schools and colleges.

We are keen that you respond to this consultation using the Response Form and tell us whether you think the draft advice document is sufficiently clear in its explanation of these legal duties. 

We intend to publish a final version of the advice document at the start of the 2012/13 academic year in advance of the provisions in the Protection of Freedoms Act 2012 coming into force from September 2013.



	4
	Additional Copies

	4.1
	Additional copies are available electronically and can be downloaded from the Department for Education e-consultation website at: 
http://www.education.gov.uk/consultations

	5
	Plans for making results public

	5.1
	We will attempt to incorporate your feedback where possible in the final version of the advice document.  Please note that it will not always be possible to incorporate all comments.  A summary of the results of the consultation and the Department's response will be published on the DfE e-consultation website in autumn 2012.


