Hardware:   Quantum technologies v2_0
At a glance
· Quantum computers operate on an entirely different theoretical basis compared to 'classical' computers.
· Quantum measurements are grounded in probabilities, making a full range of outcomes impossible to predict.

· Quantum cryptography relies on this uncertainty to secure communications from eavesdropping.

· Quantum computers can store and process information on a basis exponentially greater than 'classical' counterparts, leading to solutions to problems that would otherwise be intractable.

· Beyond cryptography, commercial applications of quantum theory are thought to be years away.

Introduction

Quantum mechanics casts a very different light on subatomic physics compared to 'classical' Newtonian assumptions. When quantum principles take over, particles display extraordinary behaviour, such as being able to be present at more than one place simultaneously. This leads to new ways of solving problems, including cryptography and solutions to complex search algorithms.

Quantum principles
Late in the nineteenth century, experimental results began to call into question the traditional interpretation of light appearing as a waveform. This led to the discovery that light could be described in discrete 'quantum' units, now known as photons, and that other fundamental particles like electrons behaved in a similar way. Further work early in the twentieth century demonstrated that a single photon could pass through two slits in a screen simultaneously. This phenomenon is a direct evidence of 'quantum superposition' - a theoretical construct that describes how subatomic particles can be in two or more seemingly contradictory states at the same time.
The superposition of the states of particles is described mathematically by a 'wave function' which is time-dependent and gives a probability a particle will be found in a particular state when it is measured. When the state of the particle is measured this wave function 'collapses', leading to a problem known as the Heisenberg 'uncertainty principle', named after the theoretical physicist who first described it. Underlying the uncertainty principle is the fact that two linked states of a particle, such as position and momentum, cannot both be known to any degree of accuracy - the very act of measuring one destroys information about the other.
Experimental systems can be created to ensure, or 'prepare', certain physical states of quantum particles. However, the principles of quantum mechanics mean that only one state can be prepared with absolute certainty.
When created, fundamental particles may become 'entangled', such that both will display complementary states when measured, even when separated spatially. Due to the probabilistic nature of quantum mechanics, these states cannot be known in advance for either of the entangled particles, but once one particle of an entangled pair has been measured the state of the other can be predicted with certainty. This effect can be used to manipulate information in quantum computers and transmit quantum information over long distances.

Cryptography
Most classical encryption systems used to secure internet payments and provide other kinds of private communication rely on 'public key encryption': the person needing to receive information passes a public key to the other party, who uses the public key to encrypt the message. Once encrypted, the message can only be deciphered using a 'private' key that the recipient kept secret.

Public key encryption relies on multiplying two large prime numbers - the larger the numbers, the more secure the process becomes. Breaking the cipher relies on attempting to factorise the result by mathematically calculating the prime numbers first multiplied. This can be done by trial and error, although the probability of getting the answer quickly is extremely low. Some weaknesses in the encryption algorithms can shortcut this process, but a 'brute force' attack may take many weeks or even centuries to perform.
Quantum cryptography
Quantum cryptography only relates to the generation and distribution of a private key - if the key is a one-off, private piece of data the communication is theoretically completely secure. A random key is created by sharing and eliminating information using quantum methods. The most common transmission medium uses quantum information (such as polarisation) encoded on photons, which can either be routed using fibre optics or through open air. In order to complete the key selection and eliminate the possibility of an eavesdropper, a classical communication channel has to be used.
Any attempt to interfere with the transmission to read the information sent is likely to disturb the original quantum state of the particles. Due to equipment inaccuracy, there will always be some error in quantum measurements; however, if the error rate rises unexpectedly it would indicate that an eavesdropper is attempting to intercept the communication. 
Once the 'quantum key distribution' process has been completed, and the two parties are satisfied as to the reliability of the result, the key can be used to encrypt information sent over classical communication channels. It is still possible for an eavesdropper to perform a so-called 'man-in-the-middle' attack, but both communication channels would have to be broken into. A number of other potential attacks have been demonstrated based on weaknesses in the detectors used to measure the quantum states.

Siemens, Bristol University and other partners have demonstrated a prototype system working across a real-world fibre optic network around Vienna, Austria, using multiple nodes and links up to 82km long. Siemens has stated that commercialising the main chip underlying the demonstration will take two years. A number of companies, for example id Quantique, already market systems that generate quantum keys for parties connected on a point-to-point (such as line of sight) basis.
Quantum computing
Current computers rely on bits (1s and 0s) to represent data - a system with 3 bits can represent 23 states, although the hardware can only store one of those eight states at a given time. Quantum computers use qubits (quantum bits) that, due to superposition, can represent all possible states at once. Thus, with three qubits, a quantum system could represent all eight states simultaneously. As the number of qubits increases, the amount of storage and processing capacity will increase exponentially.

Problems that become exponentially more difficult (such as cracking a public key encryption system) as the input data (such as size of key used) increases are very difficult to tackle using a standard computer, as the amount of time to achieve a definite result also increases exponentially. However, the exponential nature of quantum computing can reduce the time taken to solve the problem from weeks or centuries, to possibly hours or seconds. However, due to the probabilistic nature of quantum mechanics and inaccuracies of the detectors, the result produced is governed by probability. To improve accuracy, the same experiment is repeated a number of times such that, if a particular result continues to emerge, the solution can be considered correct with very high probability.

In addition to breaking encryption keys, another identified use has been finding an item of data in an unsorted database. Many other problems might be speeded up but would not justify the complexity of a quantum system; generally, improving the speed of a classical computing system would be both more effective and would produce a definite result. Simulation of problems in quantum physics and molecular design for new drugs could benefit from quantum approaches.
Just as classical computer bits have to be represented physically to be processed, qubits need a physical medium in which to be expressed. A range of physical phenomena have been proposed, including spin on an electron or nucleus of an atom, polarisation of photons, location of an electron on a 'quantum dot' pair and various properties of superconducting materials.

One of the greatest practical barriers is 'decoherence' - the leakage of information from qubits through random interactions with the physical environment. Scientists from Oxford University, Princeton and Lawrence Berkeley National Laboratory have demonstrated a system that uses the speed and flexibility of an electron from a phosphorous atom to perform operations, but which then stores the information inside the associated nucleus. Information was preserved for about 1.75s - above the one second minimum threshold considered practical.

Other problems involve accurately measuring the states of qubits, initialising them to the desired initial state and creating a large enough number of qubits to actually achieve something useful.
D-Wave has claimed that a particular approach, known as adiabatic quantum computing, will form the basis of a hardware solution to be marketed next year, although theoretical physicists have questioned whether the particular implementation will yield the 'quantum leap' in processing power anticipated. Some other quantum computing milestones are listed at How Stuff Works.
Conclusion
Many believe that practical quantum computing is more a theoretical construct than a physical reality at present. Further, it will only be able to achieve significant gains for a limited range of problems that could 'never' be solved by classical means. It is certainly not something that is likely to become a part of mainstream, desktop computing.

Much of the scientific work on quantum effects is highly experimental, designed to prove various aspects of quantum theory rather than creating systems that could be implemented in the short to medium term. Although many experiments have been successful, controversies exist around the interpretation of key concepts, especially entanglement. A number of large companies have been involved in research on various aspects of quantum theory, including HP, IBM, Microsoft, Mitsubishi, NEC, NTT, Siemens and Toshiba.

The only application which is likely to be widely commercialised in the next five years is quantum key distribution - which may be taken up by financial, government and military organisations for highly secure communications - everything else is thought to sit within a time frame of a decade or more.
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