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At a glance
· External storage and media cards enable users to back up and transfer data between devices.
· Older magnetic media formats are being replaced by optical and flash memory technologies.

· Flash memory is more robust than hard disks, although wear levelling is required to prevent early drive failure through uneven wear.

· Flash memory is more expensive but likely to overtake hard drives on data transfer speeds in the near future, although this will depend on applications used and how the drive is connected.

· The storage strategy used in flash memory design affects performance, power consumption and price.

· Security of sensitive data and potential transfer of malware must be considered for all auxiliary storage.

· Online services will replace some types of auxiliary storage as reliable, fast internet access becomes ubiquitous.
The growing demand for storage
Demand for storage is growing rapidly as users amass more pictures and video content, all in higher resolution formats. Many new PCs actually have larger hard drives than many users require, but it is the need to transfer data between computers, or to save it on peripherals, such as cameras and camcorders, that is driving the auxiliary storage market.

Auxiliary storage is used for other purposes - many people back up files to an external hard disk or optical drive, while users' desktop environments and complete applications can be run without installation from a USB flash drive. Indeed, where supported by a computer's BIOS, an operating system can be booted from a flash drive.

Strictly, auxiliary (or secondary) storage is everything that is not the computer's working memory (RAM), including internal hard disks and solid state drives. Nevertheless, this article will largely look at external and removable storage. A number of companies will be given as examples, but there are many others working in this sector.
The main technologies
The main technology in the past has been the hard drive, with disk sizes as small as 1.3 inches fitted in music players and other devices. The technology has become very efficient, with extremely high data densities stored on magnetic platters that spin at 5,400rpm or more. Street prices for basic external hard drives are currently around £40 for 160GB, £50 for 250GB and £75 for 1TB. (A terabyte, 1TB, is a thousand gigabytes, or a million megabytes.)
Tape has long been used as additional storage - the media were relatively inexpensive and could be taken to an offsite location as part of a secure backup policy. DAT and AIT tape formats are still used by some companies, but serial access (having to run through a tape to the required point to retrieve data) makes them slow and less widely used.

Optical disks (CD or DVD) are popular for backing up data or transferring files, as the media cost very little and the format is supported on most hardware. However, a 4.8GB DVD can only store 600 high resolution photos at an average file size of 8MB. Most writable optical disks now sold store files permanently, once the data has been 'finalised', with rewritable disks falling out of fashion compared to flash and other technologies.
Flash drives are solid state, built from integrated circuits with no moving parts. This makes them physically robust, not being nearly as prone to damage from shaking or (compared to hard drives and tapes) magnetic fields. Since they are based on similar technology to working memory, they can be fabricated in large volumes using common production techniques, allowing capacities to increase while prices drop. Low cost USB 'pen' drives are, at the time of writing, priced £4 for 2GB, £21 for 16GB and £110 for 64GB. Clearly, these prices are significantly higher than hard drives, but consumers find the small form factor and reliability highly desirable.
Flash 
Flash memory is found in many auxiliary storage devices, including media cards, flash drives and solid state drives (SSDs). Most flash is built from NAND circuits, in which data must be read and written in large blocks. This mechanism makes operation very fast and simplifies controllers, but means that memory cells cannot be addressed individually. This is not a problem generally, as most files take several memory blocks, although SSDs used as hard disk replacements may experience slow performance where many small files are written.
Older flash drives could only store one level of charge in a cell, representing a binary digit. More recent designs can store 4, 8 or 16 levels of charge, representing 2, 3 or 4 data bits. These multi-level cells (MLCs) have higher storage densities as a result, but measuring the charge and the greater effects of leakage require more complex controllers. This makes single-level cells (SLCs) faster in operation and more robust, while drawing less power, but they take up more room in the target device and are more expensive to manufacture at a given data density.
One significant issue with all types of flash is longevity - each cell has a finite life measured in read-write cycles. Manufacturers may now guarantee their SLC-based drives for 100,000 or more cycles, but certain cells (such as those that store the main directory for the data) are changed more often. In order to achieve the guaranteed lifetime, 'wear-levelling' is implemented to remove bad blocks from future operations and to ensure that the same physical blocks are not used continually.
Flash memory can be very fast with low latency (delay times), as there is no head to move across a platter, unlike traditional hard drives. Read speeds are generally claimed to be similar to hard drives while write speeds are said to be lower. However, speeds experienced by users depend on the specific application, due to the way data is accessed in blocks.
External drives
Many smaller external drives are connected by USB or Firewire (IEEE 1394), the latter mainly used on Macintoshes. Both USB and Firewire will soon be available at higher speeds, increasing from 480Mbps to 4.8Gbps for USB and 800Mbps to 3.2Gbps for Firewire.
Hard disk drives are currently cheaper per gigabyte of data, compared to SSDs, but larger and heavier. An external SSD, for example the Buffalo MicroStation series, may cost from £75 for 32GB and £225 for 100GB. The higher capacity Buffalo MicroStation measures 89x57x14mm (approximately 3.5x2.25x0.5 inches), weighs 60g and uses a combination of SLC flash (for speed and durability) with MLC flash (to keep the cost down). A 1TB Buffalo DriveStation Turbo hard drive measures 175x156x45mm (roughly 8x6x1.75 inches) and weighs 1kg, but only costs around £85.
Media cards
Many types and sizes of flash-based media cards are available to expand the storage in mobile phones, media players, cameras and mini digital camcorders, although larger camcorders often need the speed and capacity of a hard disk or tape.

One of the more common formats is CompactFlash, which was designed to be compatible with PC Card (previously PCMCIA) interfaces, based on ATA standards used to connect many types of hard drive. 2GB of CompactFlash may cost £8, 8GB at least £15 and 32GB over £140. Faster devices are expected to be available later this year using the new CFast format, based on the SATA drive standard.
Secure Digital (SD) cards, which were designed to be smaller and, therefore, more suited to devices like mobile phones, have become very popular. A number of improvements have been made, yielding smaller 'mini' and 'micro' designs, and higher capacity SDHC (maximum 32GB) and SDXC (2TB) standards. SDXC is new, supports a much higher data throughput and is likely to be seen in products within a year - Pretec has recently demonstrated both 32GB SDXC and CFast cards.
The highest capacity (2GB) SD card is available for around £4, whereas a 4GB SDHC card may cost £6 and 8GB, £13. The much smaller microSDHC costs £7 for 4GB and £37 for 8GB. The size of these cards (microSDHC is 15x11x1mm) can make them fiddly to exchange, so camera users often prefer CompactFlash, which is easier to handle in the field.
There are a number of other card standards, such as the older MMC format (which is basically compatible with SD), the Memory Stick (which is a proprietary Sony format) and xD (used in Olympus cameras).
Issues
One of the greatest recent threats to personal data has been data drives left in public places, but there is also the possibility of transferring malware (viruses and trojans) between PCs. Manufacturers have a wide variety of drives with full encryption or secured partitions and some offer built-in malware protection, for example SanDisk drives that have McAfee protection pre-installed.
The rapid development of devices, formats and form-factors means that newer versions are not always backward compatible. Some media cards need to be inserted into special holders to work with older readers, while others may be limited in speed or capacity. Although extensively tested, there is also concern about how long flash memory remains reliable, meaning that it may not be suited for long-term backup.
Future
What does the immediate future hold? Certainly falling prices and increasing capacities across the range of auxiliary storage; internal read/write speeds and data transfer rates will improve and some formats will be superseded. However, increasingly ubiquitous, high-speed connection to the internet, even for mobile devices, will lead many users to look to online storage and back-up services.
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