Software and internet

Analysis: Web Mashups

With the increased capacity of USB drives and internet connections it has become possible to change the way personal files are accessed, and stored. We can now load an entire operating system, together with desktop settings from a portable device, or recreate our desktop over an internet connection. Ultimately this allows user to access ‘their computer’ without being tied to a single device. This article looks at some of the different ways of creating a portable desktop and the issues that need to be taken into account. 

Portable desktops/profiles can be divided into 3 main types. Those that recreate the entire operating system, application and data, those that recreate applications and/or data and those that only provide personal settings and/or data.

Along with the ability to boot a computer from a USB drive and the increasing size of flash memory has come the possibility of launching the operating system and all files from a pen drive. The technique, known as Live USB, is an extension of the Live CD concept, with the added possibility of saving changes back to the boot device. Live USB and Live CD installations load the operating system into the memory of the PC and make use of temporary swap space on the hard drive, but leave no permanent trace of the operating system or user settings once the computer is shut down. 

With USB memory sticks now available with several Gigabytes of memory, the amount of software that can be stored and launched from a single memory stick has increased. This, combined with the ability to write data back to the USB sticks, means that it is possible to store personal settings such as the desktop, files and office applications on the same memory stick. This allows a person to effectively carry their desktop around with them and reduces the risk of data being left on temporary machines. 

Live USB installations are primarily Linux-based with variants of the Knoppix live CD distribution being amongst the most common, but others such as Mandriva and Gentoo are also available. Boot from USB is not limited to Linux, as both BeOS and Window XPe offer this functionality. Windows XPe is the version of windows for embedded software for machines such as cashpoints or checkouts. Using XPe it is possible to boot Windows wholly from a USB memory stick, using this facility to create a portable office desktop would require considerable configuration.  

Several companies now offer portable applications that can be launched from USB pen drives (or indeed other USB devices such as an MP3 player). These include:  Portable Apps, Ceedo and U3 specification devices. Some of these will need applications to be packaged for use with a USB drive and many cannot handle Windows applications. However, virtualisation can overcome some of these limitations.

Virtualisation allows the decoupling of hardware from software (see TechNews May 05) a virtual machine will leave no data behind on the host machine when the virtualisation session ends. Solutions can either offer a fully virtualised OS and applications (eg Moka5, VMware) or virtualise applications (including Windows apps), such as Mojopac, but which rely on there being a Windows host PC.

Virtual desktops, application/OS streaming and other server based computing/thin client infrastructures have been covered in more detail in previous editions of TechNews. These all allow the user to access their ‘desktop’ over a network/internet connection and have many advantages in terms of management and security. There has been increased interest in hosted desktop solutions and some companies such as LightApp are aiming these at education.

http://www.lightapp.com /

Internet Desktop 

Another development taking a different approach is the use of the internet and web applications to provide a desktop and working environment accessible through any internet-connected PC. The functionality can range from providing office software and a file store to including instant messaging, and e-mail settings.

Best known of these is perhaps Google Apps which, whilst not strictly a desktop, allows users to create, store and retrieve files in a variety of formats. It is possible to upload documents and files from a local PC

More dedicated internet desktops such as Jooce, eyeOS, YouOS, do not tend to offer the same breadth of office applications; however they do offer more flexibility in the types of file and provide a more traditional desktop look and feel. In addition, the include e-mail, instant messaging from a variety of sources; some include games and the ability to share your desktop with other users. This offers real potential for simple collaborative projects between students, both in school or in school. 

Security vs. simplicity

One of the key concerns with many of these portable personal desktop methods is security. Clearly products that make it difficult to store data locally have this in mind, but password protection and encryption is key. Losing a USB stick could be as big a problem as losing a PC particularly if no password is set up for the LiveOS installation. Most secure are those that either encrypt the entire Operating System or those that act as thin clients where no information or applications are accessed or saved locally. The user is also exposed to risk if they use the portable desktop on an unsecure PC, encryption of the operating system and not saving files reduces this risk, but accessing files or working on a machine through an insecure network could expose the portable desktop to attack.

Limitations

Each of these methods has its limitations for truly portable computing - many use the internet as a way of storing data and accessing applications. This limits your portability to networked areas. The web based systems such as GoogleApps or eyeToo are limited in the types of application that are available, whereas thin client systems can have high network bandwidth requirements. The Live USB systems can operate truly locally and do not require any internet connection but the amount of space available is limited by the size of the USB memory stick, restricting work on large projects. Used in the right context each of these problems can be overcome and offer the possibility of extending a users roaming profile beyond a shared domain between institutions. As students increasingly move between schools and colleges for the delivery of vocational qualifications the ability to apply a consistent working environment or to collaborate with a ‘home’ centre may prove a useful tool. 

Portable desktops although cheaper in terms of hardware may still require software to be licensed, and some licensing models may not be compatible with the concept of a personal desktop. Certainly licensing systems that inspect the local machines configuration to verify an installation may not work when used through Live USB or similar systems. 

Ultimately, portable desktop solutions are still immature and need to be considered within a range of possible portable computing options, to meet the specific requirements of the users and institutions.

