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At a glance

· Cash is expensive to handle and cheques are due to be phased out in the UK in 2018.

· Individuals and organisations need electronic methods of payment, some of which will necessarily involve mobile technology.
· Smartphones will be able to transact most of the payment services offered online, but they provide an opportunity to support new methods as well.

· A number of small card readers and associated applications are being developed for smartphones.

· Contactless payment systems based on near field communication (NFC) offer a viable alternative for low value transactions in developed countries.

· Effective payment systems based on SMS technology, such as M-PESA, are being developed in emerging markets.

· Schools and colleges will need to provide alternative payments technologies if cheques are phased out. Increasing numbers of students and parents will expect such technologies to be available.
Going mobile
Electronic payments services and online banking considerably reduce costs over a period of years, decreasing the number of staff needed to handle cash and cheques, while increasing accuracy of transactions. For both businesses and consumers, many transactions are carried out faster and account information is available much more readily than in the past. However, these advantages have to be balanced against people's fears about security and the privacy of their financial data.
Much of the growth in online commerce is heading to mobile devices, with ABI Research estimating that mobile purchases of goods and services will reach $119 billion (around £77 billion) globally by 2015. The UK Payments Administration reports that more than half of UK bank customers use online services, often in preference to phone banking.
Many schools and colleges already receive electronic payments or have cashless payment systems for canteens, libraries and other functions. Payment cards can be 'loaded' with cash through 'vending' machines, removing the need for lunch supervisors to handle money and lessening the temptation of pupils trying to steal cash from fellow learners. As electronic payment systems grow, parents are likely to press for schools to accept money through these new services and technologies, some of which are bound to be facilitated through mobile phones. Indeed, increasing numbers of adults may have no other means to make payments.
The UK Payments Council announced in December 2009 that it intends phasing out cheques by 2018, on the basis that 'cheque use is in long-term, terminal decline'. Many smaller transactions are carried out by cheque, for example sending presents to relatives, making payments to sole traders and funding school trips. There is little scope at present for electronic payment to (say) a plumber that has just repaired a pipe, but other cash alternatives will need to be found before cheques are phased out.
Traditional transactions using phones
The rise of telephone banking has roughly coincided with the general availability of mobile phones, so basic transactions, such as checking balances and making transfers to previously authorised recipients, have likewise been available to people on the move. As smartphones take a greater share of the market, it is inevitable that people will use mobile web browsers to carry out the same processes that they already perform on a desktop computer. The very existence of mobile technologies has created new opportunities for commerce, such as paying for services using premium rate numbers, charging ringtones and other downloads against the owner's pre-paid credit or billing account, or paying parking fees by SMS.
Phone operators and third parties have developed an extremely successful model of charging for services and electronic goods through premium rate SMS (text) messages. This was recently used to great effect following the disastrous earthquake in Haiti. It was recently reported that a US campaign to donate $10 (about £6.50) to the Red Cross by SMS had raised over $8 million (£5.2 million) for the relief effort - nearly double all charity donations made by text in 2009.

One of the most recent developments has been the design of card readers for smartphones. Square is a hardware add-on for more recent models of the Apple iPhone. The trader selling the goods or service has a 'merchant account' with a bank to handle transactions made through debit and credit cards. When a consumer makes a purchase, the retailer swipes the user's card through an attachment connected via the audio jack of the phone (as shown on this TechCrunch video). The hardware is a basically a magnetic stripe reader that encrypts the relevant data, so it is never stored in 'plain text' on the phone, and passes it through to an application that handles the transaction. The user is able to 'sign' on the phone's touch screen to validate the payment and an email receipt can be sent to the purchaser.
This type of hardware could be very useful for tradespeople and for small retailers at exhibitions, markets and craft fairs. Similar systems are being developed by Mophie (the 'marketplace') and VeriFone (PAYware Mobile). These are both targeted at the iPhone, whereas Square could more readily be adapted to other platforms as it only requires an audio socket. Without Chip and PIN, none of the solutions are likely to be accepted by financial institutions in the UK, but Barclaycard has announced that it will pilot a Chip and PIN system in the second half of this year.
Contactless payments
Contactless payments, using near field communication (NFC) to gather information from an RFID tag or a low power transmitter, have been enabling small payments for some time. (NFC was covered by TechNews 01/08.) The Transport for London Oyster card uses this system to deduct the cost of fares for the London Underground and bus services from preloaded credit. Other uses, as outlined in this electronic book on NFC pilots in the EU, include payment for parking, as an alternative to cash when making small purchases and as a means to purchase electronic tickets.
O2 was reported to have successfully completed a trial of contactless payments eighteen months ago, with a view to embedding the hardware in future mobile phones. This would require a relatively inexpensive antenna to be added to the user's mobile and changes to SIM cards to secure payments, but large numbers of contactless point of sale terminals would also have to be installed. Retailers are interested in processing small transactions in this way, as it would reduce queuing at checkouts, but it remains unclear whether enough would chose to make this investment without subsidy.
According to Silicon.com, just last year a Vice President from mobile manufacturer Ericsson predicted that RFID would be embedded in all new phones by the coming summer. However, just recently it was reported that Nokia had abandoned development of its 6216 Classic phone, which supports NFC directly on the SIM card. The company says that it remains committed to other phones that support NFC in less integrated ways. Nevertheless, PC Advisor drew attention to a recent survey that suggested considerable consumer resistance to the idea of committing further payment data to phones as 'mobile wallets'. There are plenty of alternative means of payment and consumers are fearful of losing vital information.
Consumers in the Japan and other parts of the Far East may be more open to novel uses of mobile phones, but Europeans seem to be electing for evolution of existing methodologies. Some of the large credit companies are piloting NFC for lower value transactions - generally under £10 - using their cards. For example, Visa has rolled out over 750 of its payWave terminals in retail outlets in central London, while Barclaycard and Orange have announced an NFC-enabled credit card with transactions reported to the owner by SMS.
Simpler solutions in emerging markets
The most significant advance in payment technologies may be occurring beyond the 'developed' nations. Adoption of mobile technologies in so-called emerging markets has been growing very rapidly - both topography and the necessary capital investment make landlines unattractive compared with mobile phones in these countries, while inexpensive phones (now including a Vodafone handset for $15) put the technology within reach of many poorer people.
Basic mobile money transfers were pioneered by Kenya's Safaricom in association with Vodafone and the UK Department for International Development. Small retailers become M-PESA agents, who accept cash from individuals wishing to transfer money to relatives, pay bills or reduce the balance on a loan. This cash is added to the payer's e-money account; they then uses a simple application on the phone to transfer it to the recipient. Both parties get an SMS confirming the transaction and the recipient can then pick up the cash at their local agent.
The agents take a small commission, but this is generally lower than would be charged by a bank for similar services. Although it can be used with traditional banking services, M-PESA supports users who have neither an account nor a Safaricom phone. It can now be used by expatriates wishing to send 'remittances' to families back home. (Kenyatopup is one of the companies providing the service from the UK.)
M-PESA relies on signalling channels associated with the standard GSM service structure to deliver secure messages that authorise the transactions. The user interface in Kenya is based on the SIM Application Toolkit, whereas more recent services have employed unstructured supplementary service data (USSD).

Vodafone recently announced the extension of M-PESA to a fourth country, South Africa, while Visa is seeking to reach out with its services to a market that it estimates comprises four billion mobile devices. Nokia has formed an alliance with Obopay to deliver similar services under its Nokia Money banner and the GSM Association (representing network operators and manufacturers) has created an initiative called Mobile Money for the Unbanked.
Juniper Research put out two press releases covering the findings of its Mobile Money Transfer & Remittances report. The first states that the company expects mobile payment service to reach more than 500 million users globally by 2014, while the second suggests the market will be worth over $65 billion by that date. New Scientist reports that daily transactions are already worth $13 million (£8.4 million) in Kenya alone.
Researchers from Oxford University recently announced that had developed a new security protocol that could underpin transactions using mobile phones. The payer would compare a number (normally 4-8 digits) generated on their local handset with that provided by the payee - whether a retailer, a sole trader, a friend, a website or even a vending machine. The transaction could be backed by credit 'loaded' on the phone, a credit card, or a regular bank account.
Farewell cash?
Not only are cheques due to be phased out, but cash is considered by some likely to follow soon after. (MasterCard recently promoted its Maestro products with the slogan 'cash is dead'.) Many people already have PayPal accounts for online transactions and some young people use these to receive birthday gifts and payment for second-hand goods. The latest developments in mobile technology could support a movement towards the cashless society.
Many colleges have already implemented a variety of cashless systems. However, some approaches are backed through credit agreements, which cannot be directly contracted with under-18s in the UK. (Debit cards, such as Solo, may be available to users aged 11 or over.) This would limit the usefulness of mobile payment technologies, especially in primary schools, unless a parent or other adult were available to carry out the transaction.
Pre-paid credit, based on contactless payment cards or systems similar to M-PESA, could provide a viable way forward for many schools. Nevertheless, the wider market is in state of flux and rapid development - it is quite possible that the replacement for cash and cheques will arise from the developing world rather than Western economies.
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