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At a glance

· OpenID is an open, free, standards-based specification for managing identities on the internet.
· OpenID performs functions similar to Shibboleth, although it does not provide a full single sign-on service.
· Relying parties use OpenID protocols to authorise users against information held by identity providers.

· The same OpenID 'URL' can be used on a wide range of websites.

· OpenID is complementary to OAuth. The latter is an open protocol controlling access to third party data once the user has been authenticated.

· There are competing identity services, but OpenID is becoming increasingly widely recognised.
The identity issue
Storing information on the web, social platforms, email, banking - so many websites require users to log in. Each website has different standards for access - some need user names, others email addresses, a few insist on inclusion of numbers or non-standard characters in passwords - and requirements have changed over time as users have accreted online identities. Regular web users end up with multiple identities but often use the same password for each as they struggle to keep track of the requirements of each site.

Single sign-on (SSO) is supported by a number of systems, notably Shibboleth in many UK educational establishments, in order to reduce this problem. Once the user has signed on to the system, a 'session' cookie is written to the browser's cache while the user is logged on, allowing other sites in the same 'federation' to authorise the user without requiring further identity details. (The Identity article in TechNews September 2007 covered Shibboleth and other identity tools.)
This approach can work well where the organisations involved agree anonymous authorisation protocols and mutual recognition of users' details. Schools and colleges have a particular advantage in this respect as they can be confident that the identity recorded in the institution's access records belongs to a known individual. However, it becomes much more difficult on the 'open' web where users are dealing with completely new sites and providers with unknown users. OpenID is gaining recognition as a credible alternative.
What does an open authentication system offer?
OpenID is an open protocol, now governed by the OpenID Foundation. It is based on a standard that is free to use, so it can be built into any authentication system, and can reduce costs as the identity problem is delegated to a third party. The system is user-centric, in that it relies on the user to provide details to an identity provider and to select how those details are issued to sites seeking confirmation for authorisation.
Neither the sites and services that use OpenID, nor identity providers have to register or become licensed; indeed it is possible for individuals to become their own OpenID providers through embedding appropriate code into a personal website. The system is based on the same underlying technology framework as used to lookup websites from the URL of a page, so there is little new to learn.

The OpenID Foundation believes that this open, free, standards-based approach will draw in users and encourage rapid adoption. Since users will be able to quickly sign up and use a website, it may encourage user-participation in projects and services, although it becomes equally possible for dissatisfied users to move to a competing website.
Principles of OpenID

There are three basic parties in OpenID:

· The website user

· The relying party (RP) - the website requesting an identity check

· The identity provider (IDP) or OpenID provider (OP) - the service authenticating the user's details.

The service works as follows:

· Relying parties advertise the availability of the service using the OpenID logo.
· The user provides an 'identifier' (but no password) in the form of an OpenID URL, such as http://anyuser.openid.idprovider.com.
· The relying party's web server deconstructs the URL by requesting the user's 'web page' from that server.
· Under the popular 'checkid_setup' mode, the web browser is redirected to the identity provider's page to 'log in' using secure HTTPS protocols.
· While logging in, the user confirms that identity credentials should be passed to the relying party. This acts as a basic check against 'phishing' style attacks.
· The identity provider passes control back to the relying party, which will carry out a cross-check to ensure that the credentials have come from the purported identity provider.

· Returning to the website of the same relying party during another browsing session will normally require no further authentication, so long as the user is signed in with the identity provider.

There are an increasing number of OpenID providers, including myOpenID, myVidoop and VeriSign, as well as services, such as Google's Blogger and Yahoo, that are implementing OpenID provision as an optional extension to existing services.
Relationship to OAuth

OpenID is an open protocol that underlies identity verification services, whereas OAuth is an open protocol that authorises data transfers from one service provider to another.

For example, the popular Twitter microblogging service has inspired an array of third party applications that use data from Twitter, many of which currently require provision of your Twitter identity to the third party. This is insecure, as the third party could actually use that information to change contact details, including your password. In future, an OpenID account could be used to log in to Twitter. If a third party wanted your Twitter information to use in another service (such as analysing your Twitter followers or posting links to online photos on your Twitter timeline), OAuth would negotiate that transaction without the third party seeing your Twitter sign-in details. This is a hypothetical scenario at the time of writing, although recent attacks on vulnerabilities in the Twitter service mean that something like it could become reality.
OAuth has maintained a policy of separation from OpenID, although it is often used in conjunction with it. If OAuth became an extension to OpenID, this would require users to be authenticated under OpenID before OAuth could be used; separation allows OAuth to be combined with other identity verification services. OAuth is analogous, to a degree, with the Systems Interoperability Framework (SIF) being piloted for Becta by schools in Birmingham and Northern Ireland.
Barriers to adoption

Services and users already have considerable investment in existing identity services. Although becoming more widely known, adoption of OpenID is only beginning to pick up and many users have yet to hear of it or understand its advantages.
Commercial platforms competing in this general space, including Facebook Connect, Google's Friend Connect, Microsoft's Windows Live ID and MySpaceID, tend to rely on proprietary protocols or are tied in with specific offerings from the associated brand. OpenID will need to gain significant share to provide a realistic alternative. Services, such as Yahoo, that obscure an OpenID login behind commercial branding may be restricting recognition of the advantages of OpenID.
In the educational arena, Shibboleth provides a similar service based on verified identities. The UK Access Management Federation for Education and Research created by Becta and JISC provides a pool of trusted services and identity providers that work together with Shibboleth (and other similar federated or trusted systems) to provide a single sign-on service. OpenID lacks this federated structure that promotes mutual trust between all the players.
Open ID providers can work in any location where they have an internet connection. This raises the pervasive issue of data protection, especially where the identity provider is storing personal data in non-UK jurisdictions.
One of the greatest advantages of OpenID - centralisation of identity management - also makes it vulnerable: a hacker accessing your OpenID records would also be able to enter all your linked sites. (The 'forgot your password' links on normal login pages would provide much the same access if the user's email address was hacked.) Nevertheless, OpenID providers, unlike relying parties, will have security of your identity as a core of their business. Some services provide alternate profiles that the user can expose according to the level of personal detail that a particular site requires.
Future

OpenID appears to be gaining support in the 'social software' space, allowing users to rapidly access and experiment with a variety of Web 2.0 tools. Microsoft has announced its intention  to integrate OpenID into its Windows CardSpace identity management technology and PayPal has joined the OpenID Foundation board, signifying growing acceptance of OpenID as a reliable standard for serious commercial use. Regional Shibboleth identity providers could also become OpenID providers, allowing educational users to link blogs and other external resources to educational services, such as e-portfolios. This could bring the anonymous nature of Shibboleth into conflict with OpenID, in that the users' identities could be tracked through their use of OpenID.

Identity management and user authorisation are significant issues in accessing web services, but there remains no single, clear market leader in the field.
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